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ALERT MANAGER ATN SINA L

GUI DE

SYSTEM REQUIREMENTS

Alert Manager is designed to operate on Windows Server 2008 R2® and Windows Server 2012®.

NOTE: Alert Manager should not be installed on the same server as Lync®. There are configuration
issues when trying to host this application where Lync® is hosted.

ENVIRONMENT

Active Lync 2010 environment

SQL Server 2008 R2 -ori SQL Server 2012

Access to Active Directory

Desktop Experience (for Server 2008 R2) i or i Media Foundation (for Server 2012)

=A =4 =4 =4

OPTIONAL REQUIREMENTS FOR EMAIL-TO-IM GATEWAY

1 SMTP or Exchange Server
1 Ability to modify MX records

SOFTWARE PREREQUISITES

T .NET Framework 4.5

1 PowerShell 3.0

1 UCMA 3.0 Runtime API [UcmaRuntime.msi]

1 Microsoft System CLR Types for SQL Server 2012 (x64) [SQLSysCIrTypes.msi]

1 Microsoft SQL Server 2012 Shared Management Objects (x64) [SharedManagementObjects.msi]

ENABLE REQUIRED ROLE SERVICES

Alert manager requires some role services to be installed before the installation of the application can
proceed. We require:

1 11S6 Management Compatibility Mode
1 Security > Windows Authentication
1 Application Development > ASP.NET; .NET Extensibility; ISAPI Extensions; ISAPI Filters
o In addition, Windows Server 2012 requires: .NET Extensibility 3.5; .NET Extensibility 4.5;
ASP.NET 3.5; ASP.NET 4.5; CGlI

We have provided the appropriate PowerShell commands to quickly enable these roles services. They
can be found in the PS_Commands folder provided in the download. Or if you prefer, you can enable
these services through the GUI using the following steps:
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ENABLE ROLE SERVICES IN WINDOWS SERVER 2008R2:

1. Start the Server Manager application as an administrator.
2. Select Roles from the directory tree.
3. Select Web Server, and scroll down to Role Services.

E_Server Manager [_(o[x]
File Action View Help
Rl 2l sl 7
Sl Server Manager (VAYSQA) Web Server (II5) I
B 3 Roles eeh———RE————————.
Web Server (115) ] ‘}u
Features Provides a reliable, manageable, and scalable Web appiization infrastructure,
Diagnostics | #
i} corfiguration
i . D af
25 storage | ]| By

~) Role Services: 15 installed

Add Role Services

5 Remove Role Services

Role Service [5=
& web Server I
Ly CommonHTTR Features Ir
& Static Content Ir
& Defaul: Cocument It
& Directory Browsing I
& HITP Errors It
HITP Redrertion N

webDaY Publishing
Application Developrent

ASP.NET

HET Extensibility

sk

cal

ISAP] Extensions

ISAPI Filters

£4 Last Refresh; Today ot :26 AW Canfigure refresh I

zzzzzzzz

Figure 1: Add Role Services (Web Server (IIS))

4. Click on the option to AAdd role servicesbo
4.1. Scroll to Application Development and select the following services:

ASP.NET

.NET Extensibility

ISAPI Extensions

1
1
1
i ISAPI Filters

Add Role Services [ x|
€ .
E Select Role Services
Select the role services ta install For Web Server (II5):
Confirmation Role services! Description:
Progress ‘Windows authentication is a low cost
D?FEUIt Document {Installed) :I authentication solution For internal
Results Directory Browsing (Installed) ‘Web sites. This authentication scheme
HTTP Errors (Installed) allows administrators in a Windows
[} HTTP Redirection dormain ko take advantage of the
[ webDav Publishing dormain infrastructure for
—— authenticating users. Do not use
= [ Applcation Devalopment ‘Windows authentication if users who
ASP.NET must be authenticated access your
-NET Extenshility wieb site from behind Firewalls and
[ asp POy SEFVErs,
[ ca
I5API Extensions
IS4F] Filters
Server Side Includes

Figure 2: Select Application Development services
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Add Role Services

(- 'ﬂ Add role services required for ASP.NET?
-

*fou cannot install A5P.NET unless the required role services are also installed

Role Services: Description
= WwWeb Server (II5] Wieb Server II5] provides a refiable,
= ‘Web Server manageable, and scalable Web application
infrastructure.

=l Application Development
IS4P Filers
ISAPI Extersions
MET Ertensibility

| Add Required Role Services " Cancel |

Figure 3: Select required role services for ASP.NET

4.2. Scroll to Security and select Windows Authentication.

v
E’é}’ Select Role Services

Select the role services ko install for Web Server (TIS):

Corfirmation Role services: Description:

s < Windows suthentication is a low cost
i L Logging Tools | S et gt
Resuks Request Moritor (Installed) eb sices. This authentication scheme
[ Tracing allows administrators n a Windows

[] Custom Logaing domain to take advantage of the
[ o8¢ Logaing domain infrastructure for

authenticating users, Do nok use
‘windows suthentication if users who
must be authenticated access your
‘web site from behind firewalls and
Prowy servers.

] Client Certificate Mapping Authentication
[ 115 Chient Certificate Mapping Authentication
] URL Authorization

Request Fitering {Installed)
[] 1P and Domain Restrictions

Figure 4: Select Windows Authentication

4.3. Scroll down until you find 11S6 Compatibility Mode, and select all the services in the 11S6
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ﬁﬂ Select Role Services

Select the role services to install for Web Server (I1S):

Canfirmation Role services: Description:

Progress -] 1156 Management Compatibilicy
[ 05 Client: Certficate Mapping Authentication & provils Forerand compatbilty for

Results [ URL Autherization

your applications and scripts hat use:

Request Fitering (Installed) the two 115 APTs, Admin Base Object
[ 1P and Domain Restrictions (ABO) and Active Directory Service
= [@ Performance (Installed) Interface (ADSI). You can Uss existing
Static Content Compression (Installed) ;ﬁf‘;‘”“’“ to manage the 115 7 Web

] Dynamic Conkert Compression
=[G Management Toolks (Installed)
1S Management Consale (Installed)
[] 115 Maragement Seripts and Tools
L obie e,

115 6 Metabase Compatibiity
115 6 WMI Compatibilicy
115 6 Seripting Tools
115 6 Management Console
E L] FIP Server
[] FTP Service
] FTP Extensibility
[ 115 Hostable Web Core

Mare sbout role services

<Pravinus| Next > II Istall Cancel

Figure 5: Select IIS 6 Management Compatibility

5. Click Next in the bottom right corner once all necessary services have been selected.
6. Click Install to install these services to the server.

e
ﬁa Confirm Installation Selections

Role Services . X
Ta instal the Following rales, rale services, or Featurss, dick Install

(i) 2 informational messages below

Progress

Results (i) This server might need to be restarted after the installstion complstes.

~) Web Server (115}
(i) Find out more about Windows System Resource Manager (wSRM) and how it can help optimize CPU
= usage
Web Server

Application Development
BSP.NET
NET Extensibiity
15API Extensions
ISAPI Filters

Security
Windows Authentication

Management Tools

115 & Management: Campatibility

115 & Mekabase Compatibility

15 6 WMI Compatibiity
115 6 Seripting Taols
115 6 Management Consols

Print, e-mail, or save this information

<rrevious | pees [ meat ]| conce

Figure 6: Install selected role services
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7. Click Close once installation of the selected services is completed.

Add Role Services [ ]

ﬁ Installation Results
E

Rale Services

The following roles, role services, or Features were installed successFully:
Confirmation

Progress ~ Web Server (115) @ mstallation succeeded

The Following role services were installed:
Yeb Server
Application Development
ASPMET
MET Extensibility
ISAFI Extensions
ISAPI Filters
Security
Windows Authentication
Management Tools
115 & Management: Compatibilicy
115 & Metabase Compatibilicy
115 & WML Compatibility
II5 6 Scripting Tools
115 6 Management Consale

Print, e-mail, ar sawe the installation repaort

= Preyiols fext > |I Close II Carjce!

Figure 7: Installation of role services complete

ENABLE ROLE SERVICES IN WINDOWS SERVER 2012:

1. Open the Server Manager application.
2. Select Add Roles and Features from the Manage option.

[ Server Manager - | o

+ | ocal Server - @ | r Manage  Tools  View  Help

Add Roles and Features

Computer name AV3QA2012 Remove Roles and Featuras.
BEE Dashboard Domain instant.local
Add Servers
Crete Sever Grovp
Wi Al Servers Server Manager Properties
ii File and Storage Services b Windows Firewall Domain: On VI
Remote management Enabled Custome|
Remote Desktop Enabled IE Enhan
NIC Teaming Disabled Time zon|
Ethernet 192.168.1.104, IPv6 enabled Product ||
Operating system version Microsoft Windows Server 2012 Datacenter  Processo|
Hardware information Microsoft Corporation Virtual Machine Installed
Total dis
<| " | >
EVENTS
Al events | O total TASKS ¥

] v

Figure 8: Add Roles and Features

3. Select the option for Role-based or feature-based installation and click Next.
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4. Select the appropriate server and click Next.
5. Add Web Server (IIS), and accept the Roles and Features prompted by the wizard. Click Next.

i ‘Add Roles and Features Wizard

= Add Roles and Features Wizard -

Add features that are required for Web Server (115)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (IIS)
4 Management Tools

[Tools] IS Management Console

Include management tools (if applicable)

Figure 9: Add Web Server (IIS)

6. Do not select any features, and click Next.
7. Add Web Server (1IS) Role Services
a. Under Security, select the option for Windows Authentication.
b. Under Application Development, select the following services:
1 .NET Extensibility 3.5
1 .NET Extensibility 4.5
1 ASP
1 ASP.NET 3.5
1 ASP.NET 4.5
1 CaGl
1 ISAPI Extensions
1 ISAPI Filters
By manually selecting ASP.NET, ASP.NET 3.5, and ASP.NET 4.5, the wizard will prompt
you to accept the others, as they are required to for these services to run.
c. Under Management Tools, select IS 6 Management Compatibility, and then select the
four additional services:
1 1S 6 Metabase Compatibility
1 11S6 Management Console
9 IS 6 Scripting Tools
1 1S 6 WMI Compatibility
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Select role services

Before You Begin
Installation Type
Server Selection

Server Roles

Features
‘Web Server Role (II5)

‘Confirmation

Select the role services to install for Web Server (IIS)

Role services

i

Static Content Compression
[ Dynamic Content Compression
Security

Request Filtering

[ Basic Authentication

[ Centralized 55L Centificate Support

[ Client Certificate Mapping Authentication

[ Digest Authentication

[ 1IS Client Certificate Mapping Authenticatic

[ 1P and Domain Restrictions

[] URL Authorization
[& Windows Authentication
Application Development
NET Extensibility 3.5
NET Extensibili
[ Application In
e
ASP.NET 3.5
ASP.NET 4.5

[ Server Side Includes
[ WebSocket Protocal

4 [ FIP Server

[ FP Service
[ FTP Extensibility

[ 1iS Hostable Web Core

Management Tools
1IS Management Consle
115 6 Management Compatibility
1IS 6 Metabase Compatibility
1IS 6 Management Console

S 6 Scripting Tools

[ 115 6 WMI Compatibility
TI5 Management Scripts and Tools

[] Management Service

>

DESTINATION SERVER
AVSQAZ012instantlocal

Description
1IS 6 Seripting Tools provide the
ability to continue using IS 6
scripting tools that you built to
manage IS 6 in IIS 7, especially if
your applications and scripts that
use ActiveX Data Objects (ADO) or
Active Directory Service Interface
(ADSI) APls. IIS 6 Scripting Tools
require Windows Process Activation
Senvice Configuration APL.

<Previous | [ Nea> |

install | [ Cancel

8. Click Next once these services have been selected.
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9. Click Install to install the required services to your server.

Installation progress

View installation progress

@ sterting installation
C ]

NET Framework 3.5 Features.
NET Framework 3.5 (includes .NET 2.0 and 3.0)
NET Framework 45 Features
ASPNET 4.5
Web Server (IIs)
Management Tools
1IS 6 Management Compatibility
IS § Management Console
1S 6 Seripting Tools
IS 6 Metabase Compatibility
IS 6 WMI Compatibility
1IS Management Console
Web Server
Application Development
ASP
ASPNET 3.5
ASPNET 4.5
ISAPI Extensions
ISAPI Filters
.NET Extensibility 3.5
NET Extensibility 4.5
‘Common HTTP Features.
Default Document
Directory Browsing
HTTP Emrors
Static Content
Health and Diagnostics
HTTP Logging
Performance
Static Content Compression
Security
Request Filtering
Windows Authentication

Export configuration settings

DESTINATION SERVER.
ntiocal

I

Figure 11: Installing required services

10. Installation of these services may take several minutes. Once complete, you are ready to begin

installing Alert Manager.
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ADD SERVER FEATURES

To install some of the prerequisites, it will be necessary to enable some additional features on the server.

WINDOWS SERVER 2008 R2

For Windows Server 2008 R2, it will be necessary to add the Desktop Experience feature. To do so,
complete the following steps.

1. Start the Server Manager, and select Add Features in the Features Summary area.

E== Server Manager

o [=] E3
File Action View Help
&9 =l
G BRI L2t Server Manager (YWINZKSRZ0A)
3 + Roles - - W W W
 Features
= Diagnostics 1 Get an overview of the status of this server, perform top management tasks, and add or remove server roles and features,
jﬁ Configuration 3
3 storage -
ER= 9 '~ Features Summary n Features Summary Help ;I

~) Features: 4 of 42 installed é Add Features
g Remove Features
Desktop Experience

Ink and Handwriting Services
Ink Support J
Windows PowerShell Integrated Scripting Enwiranment (ISE)
Remote Server Administration Tools
Role Administration Taols

%:: Last Refresh: Today at 10:10 &M Configure refresh

Figure 12: Add Features

2. Select Desktop Experience, and click Next.

Add Features Wizard

Select one or more features to instal on this server.
Confirmation Eeatures:

@ [ NET Framework 3.5.1 Festures

=] Gpshiop Experiercs nchudes
Windows 7, such
Result: ® [ Background Inteligen Transfer Service (BITS) e g
: [ Bitocker Drive Encryption

[ Internat Printing Chent

[} Internet Storage Name Server
[ LPR Port Monitor

@ [ Message Queus

L muitipath 1j0

[ Wetwork Load Bakancing

[} Peer Name Resohition Protocol

[0 Gualiky Windows Audio Video Experience

Figure 13: Select Desktop Experience
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3. Accept the additional features required for Desktop Experience.

Add Features Wizard
. ‘4 Add features required for Desktop Experience?
Wy—
rou cannot install Desktop Experience unless the required features are alzo installed,
Features: Description:
= Ink and Handwriting Services Ink, and Handwriting Services inchides [nk
Irk Support Support and Handwriting Becognition.

Add Required Features I Cancel |

R .
Ui Wiy are these features reguired?
L i q ;//g

Figure 14: Accept required features

4. Restart the server when prompted once the installation is complete.

Add Features Wizard [ x]
=
= 4m  Installation Results
O

Features
One or more of the following roles, role services, or features require vou to restart:
Confirmatian
/1 2 warning messages below

Progress

Reslts ~) Desktop Experience /1. Restart Pending
/2 oumust restart this server ko finish the installation process,

# Ink and Handwriting Services /1, Restart Pending

/2 ou must restart this server ko finish the installation process,

Print, e-mail, or save the installation report

< Previous Hext > | Cose | coreel

Figure 15: Installation of feature complete
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WINDOWS SERVER 2012

For Windows Server 2012, it will be necessary to add the Media Foundation feature. To do so, complete

the following steps:

1. Start the Server Manager.
2. Click Manage > Add Roles and Features.

3. Select the Media Foundation feature, and click Next.

Select features

DCESTINATION SERWVER
VN0 20AINSTANT-TECH lecsl

I Ml The destination server has 3 pending restart. We recommend that you restart the destination server before either installingo.. X

Before You Begin
Installation Type
Sarver Selection
Server Roles

Confirmaton

Select one or more features to install on the selected server,

Features

Description

[[] Data Center Bridging

[ enhanced Storage

[ Failover Clustering

[] Group Policy Management

[] Ink and Handwriting Sendices

[ internet Printing Client

[] 1P address Management (IPAM) Server

Media Foundation, which includes
Windows Media Foundation, the i
Windews Media Format SDK, and 3 |
server subset of DirectShow, i
provides the infrastructure reguired
for applications and services to i
transcode, analyze, and generate
thumbnails for media files. Media
Foundation is required by the
Desktop Experience.

[ i5NS Server service
[J LPR Port Monitor

[ Multipath YO

Figure 16: Add Media Foundation

4. Click Install to begin the installation of the feature to the server.
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INSTALL PREREQUISITES

Alert Manager requires a number of features included on Lync servers to be installed on the server

hosting the application. Most of these features can be found on your Lync Server 2010 Installation disc.
Before you can install them, you will need to be sure that you have .NET4.0 and PowerShell 3.0 installed.

The UCMA 3.0 Runtime can be downloaded from:

http://www.microsoft.com/en-us/download/details.aspx?id=20958

The .msi files are located in the following directory:

.\LyncServerStandard\Setup\amd64

Marne “ Date modified Type Size

l Setup

10/18/2013 11:55 AM  File Folder

|#| Interop, \WindowsInstaler, di 9f12(2012 5:03 PM Application extension 56 KB
ﬁ! MicrosoftIdentitvExtensions Qf7[2012 .34 PM Windows Installer P... 252 KB
%] mswcpl10.dl Qf7/2012 2:07 PM Application extension 646 KB
%] mswcr110,dll Qf7/2012 2:07 PM Application extension S10KE
%] mswor110_clr0400,dll Qf7/2012 2:07 PM Application extension 30 KE
ﬁ! rewrite_2.0_rtw_x54 Qf7[2012 .34 PM Windows Installer P... 6,271 KB
]E Setup /1212012 5:28 PM Application 92 KB
]E Setupz 9f12/2012 5:17 PM Application 315 KB
ﬁ_."?'rl SharedManagementObjects Qf7/2012 2:08 PM Windows Installer P... 7,483 KB
(07 SQLEXPR <64 9}7}2012 9:08 PM fpplication 135,506 KB
ﬁ_."?'rl sqincli Qf7/2012 2:08 PM Windows Installer P... 4,956 KB
I ﬁ_."?'rl SQLSysCIr Types Qf7/2012 2:08 PM Windows Installer P... 2,460 KB
ﬁ weredist_xed 9f12f2012 11:45 AM Application 6,990 KB
ﬁ_."?'rl WindowsFabric Qf7[2012 .34 PM Windows Installer P... 14,352 KB
Figure 17: Lync Server Prerequisite Components
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.\LyncServerStandard\Setup\amd64\Setup

Mame = | Date modified Type Size |
. Speech 10/18/2013 11:53 AM  File Folder
I ﬁ! admintaols 122012 5:26 PM Windows Installer P... 1,796 KBl
ﬁ! appserver /122012 5:51 PM wWindows Installer P... 1,048 KB
ﬁ! ats af12/z012 5:21 PM Windows Installer P... 4,608 KB
ﬁ%’ backupservice 122012 5:29 PM Windows Installer P... 1,556 KB
ﬁ! £aa 91212012 5:53 PM ‘Windows Installer P... 36,992 KB
ﬁ! cas 9f12/2012 7:14 PM windows Installer P... 43,240 KB
ﬁ! cps /122012 5:23 PM Windows Installer P... 2,160 KB
ﬁ%’ datamcu af12/2012 5:31 PM Windows Installer P... 1,243 KB
= deploy_topology_node 22012 2:42 PM WML Document S KB
ﬁ! mediationserver af12f2012 5:35 PM Windows Installer P... 1,820 KB
ﬁ! MgCserver f12/2012 5:31 PM Windows Installer P... 2,248 KB
ﬁ! mgmkserver af12/2012 5:53 PM Windows Installer P... 1,692 KB
ﬁ%’ oCsCore f12/2012 5:51 PM Windows Installer P... 30,392 KB
ﬁ OCEMCU 1212012 5:32 PM Windows Installer P... 4,523 KB
ﬁ QS MIBC 1212012 5:28 PM Windows Installer P... 1,172 KB
ﬁ! Pdp f12/2012 5:42 PM Windows Installer P... 1,572 KB
ﬁ%’ ReachFonts af12/2012 6:05 PM Windows Installer P... 100,436 KB
ﬁ! rgs 1212012 5:26 PM ‘Windows Installer P... 4,583 KB
ﬁ! Server af12/2012 5:54 PM Windows Installer P... 10,538 KB
| setuphome 1212012 2:42 PM #ML Document KR
ﬁ! UcmaRuntime af12/2012 5:52 PM Windows Installer P... 5,412 KB
ﬁ'j! ucmaworkflowruntime Af12/2012 5:41 PM Windows Installer P... 336 KB
ﬁ! webcomponents 1212012 §:20 PM ‘Windows Installer P... 71,564 KB

Figure 18: Lync Server Prerequisite Components

INSTALL THESE COMPONENTS IN THE FOLLOWING ORDER:

1. UCMA 3.0 Runtime API [UcmaRuntime.msi]
2. Microsoft System CLR Types for SQL Server 2012 (x64) [SQLSysCIrTypes.msi]
3. Microsoft SQL Server 2012 Shared Management Objects (x64) [SharedManagementObjects.msi]
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ALERT MANAGER INSTALLATION

Once the required services, features, and prerequisites are installed, you are ready to begin installation of
the Alert Manager application.

Run the setup.exe file provided in the Alert Manager download.

& Setup Wizard [ ]
o o A0 Setup... |Se|ect A0 zerver and admin user

o SOL Setup... | IEhu:u:use SOL zerver and zelect ar create database
o License Key... | |Hegister wour inztance of Alert Manager

o A Lyne User... | |Select or create Alert Manager administrator

e SMTP Config... | ISetup connection to SMTP sereer

o Configure... | |Eunfigure 15 and the app pool Alert b anager runs under

Insta

Current Directony: C:¥windows\system 32
System iz 64 bit: True

Program iz run az B4 kit True

tachine name: Wik 2K B8R 204
zermame: SYSTEM

Domain ugername: INSTAMT-TECH

[
Cloge... |

Figure 19: Alert Manager Installation Wizard
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ACTIVE DIRECTORY SETUP

1. Enter Domain Controller LDAP Path.
Ex: MachineName.Domain
Note: You do not need to enter the LDAP:// prefix, we will enter that automatically when
testing the connection
2. Provide an account for AD Lookup Login. This account is used to query Active Directory when
searching for users or groups to send alerts to.
Provide the password for the account provided in the previous step.
4. Click Test to verify that the values provided will successfully connect. If the test passes, click
Save. If the test fails, verify the values provided and retest.

w

2 Ackive Directory Settings

Dromain Controller LODAP Path; ||

AD Lookup Logir: IEnter a SAMAccountMame

AD Lookup Pazsword: I [T Show Pw?

Cancel | Save |

Figure 20: Active Directory Settings

Alert Manager

Successfully connected to LDAP: /f2013dc.instant-tech. local

Figure 21: Successfully connected.
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SQL SETUP

SERVER LOGIN:

1. Specify address for the SQL server to use.
a. Enter FQDN (Ex: MachineName.Domain)
2. Provide an account to login to the SQL server.
Provide password for the account provided in the previous step.
4. Click Test Login to verify that the values provided will successfully connect. If the test fails, verify
the values provided. If the test passes, continue to the next step.

w

=: Database Settings

— Server Login:

SOL Server Instance: ||

Login M arne; I
Pazzword: I ™ Show paszward
% S0L Authentication
" Windows Authentication
Test Login |
— Databaze

£ Create Wew Database

€ lze Existing Databasze

Test Databaze |

Cancel Save |

Figure 22: Connect to SQL
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DATABASE:

You have two options when configuring the database. You can choose to create a new database, or use
an existing database created during a previous installation.

CREATE NEW DATABASE

1. Click the radio button for Create New Database.
2. Specify the location of the SQL instance that will be used for the new database.
3. Enter a name for the new database into the input field.
4. Click Create Database.
— Server Login:
SOAL Server Instance: |2EI1 Jzqlinstant-tech.lazal
Login Mame: Isa
Fazzword: |uu-u ™ Show pazzword
&+ SOl Authentication
" Windows Authentication
— Databasze
¢ Create Mew Databaze
IE:‘\F'ngram FileziMicrozaft SOL ServerMSSOLT10 MSSOLSERYERWMSSALAD.
I Create D atabaze |
™ Use Existing Database
Test Databasze |
Cancel Save |
Figure 23: Creating a new database
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USE EXISTING DATABASE

1. Click the radio button for Use Existing Database.

Click on the name of the database you wish to use.

3. Click Test Database. The wizard will verify that the application can successfully connect to the
specified database.

4. Click Save.

n

4 Database Settings

— Server Login:

SOL Server Instance; IEEI'I Jzglinstant-tech. local

Login M arme; Isa

Paszword: |-u" T ™ Shaw paszward

f* SOL Authentication
i~ windows Authentication

Test Lagin |

— Database
" Create New Databaze

£+ Uze Existing Database

Alertt anager
am’
michaeldbd best
foo

patato
Alertd anagerT esting
Alerttd anagerl

Test Databasze |

Cancel Save |

Figure 24: Using an existing database
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LICENSE KEY

During configuration, you have the option to either enter a license key manually, or generate a one-month
trial license.

% Enter License Key

Enter your company name

Humber of [k Lzers

[ =

% One-month tial license

{” Enter license key provided during purchase

Yalidate Key | Cancel ] 4

Figure 25: Enter a license key

ENTER A LICENSE KEY

Click the first radio button.

Enter the license key that has been provided to you into the input field.

Click Validate Key. The wizard will verify that they key you have entered is valid.
Click OK.

PoobdPE

ONE-MONTH TRIAL LICENSE

Click the radio button for One-month trial license.

Enter your company name into the appropriately labeled input field.
Enter the number of IM users you will need to dispatch to.

Click Validate Key. The wizard will verify that the key is valid.
Click OK.

arMwbdnpRE
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AM LYNC USER

You will need to assign a user account that the application can use to dispatch messages. It is
recommended that you create a new account for this purpose.

You can later configure your message settings to inform the user who dispatched the message if desired.

Page 23

ol Alert Manager IM User Settings ﬂ

Enter the FQDM of the Lync poaol:

|punlﬂ1 instant local

Select userto send all alerts:

| | Search

Test Userl

Test User2

Alert Presence

Zac Clancy

Lookup Service

Channel Account 1

Peyton McManus

John Wayne

Gary Cooper

Grace Kelley hd

Eric Richards ~

Enter the password for the user:

Enter the domain for the user:

linstant

Enter the GroupChat URI:

|sip -ocschat @instant local

Select the group that may send alerts:

| | Search

A
Organization Management

Public Folder Management

Recipient Management

Wiew-Only Organization Management

UM Management

Help Diesk

Records Management

Digscovery Management

Server Management

Delegated Setup

Hygiene Management A

Cancel | | Save

Figure 26: Selecting IM User Settings
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SELECT DISPATCH ACCOUNT

Enter the password for the chosen account
Enter the domain name for the chosen account

Noos~MwDdbPRE

SELECT GROUP TO SEND ALERTS

Enter the fully qualified domain name of the Lync pool

Enter the display name of the account you wish dispatch alerts.

Click Search to search the Active Directory for the account.

Click to select the account that you wish to use. The selected account will remain highlighted.

[Optional] Enter your Lync 2010 Group Chat URI. This is typically sip:ocschat@Y ourDomain.

The application allows all members of a specified group to login to the service to send alerts. To control
access, be sure that you have an Active Directory group appropriately setup to provide access to only the

users who should be allowed to dispatch.

rpowbdPE

Click Save to save these settings.

Enter the name of the Active Directory group in the input field.
Click Search to search the Active Directory for this group.
Click the name of the group you wish to use. The selected account will remain highlighted.

SMTP CONFIG

% GatewaySettings

— M Gateway SMTP Settings
Gateway Server FODM: I\-'Win2kE!F|2ll-’-'l..INSTANT-TECH.IDC&I
Fateway Server |25
Listening Port;
Send Receipt Confirmation Emails? v
— Outgoing SKMTP Settings
bdail Server FRDN: E-CHANGE13IMNSTANT-TECH lacal
kil Server Port: 465
Llse S5L7 v
kil Lsername: IAu:Iministrator@instant-tech.Incal
Mail Pazzward: |u-uu| ™ Show P
Cancel | Save |

Figure 27: Email Gateway Settings
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IM GATEWAY SMTP SETTINGS

This sets up the listening service for the Email-to-IM Gateway. These fields should automatically populate
with the default settings. You will also need to create a new .im subdomain in order for the gateway to
work.

1. Enter the Gateway (Alert Manager) Server FQDN into the appropriate field.

2. Specify the Gateway (Alert Manager) Server listening port.

3. Check or uncheck the checkbox to send receipt confirmation emails. If this box is checked, you
must complete the next section of the form in order to dispatch the messages.

After completing the installation wizard, ensure that you have opened the gateway server listening port
(default 25) onyourserver 6 s f i rewal |

OUTGOING SMTP SETTINGS

These settings are used by the application to dispatch confirmation emails if you have selected to send
the receipt confirmation emails.

The Outgoing SMTP Settings should be configured with the connection info for your current Exchange or
SMTP server.

Enter the outgoing mail server FQDN into the appropriate field.
Specify the mail server port.

Check the box to use SSL if so desired.

Specify a username for the

Specify a password.

Click Save to apply the settings.

I

Page 25 Copyright © 2013 Instant Technologies. All rights reserved.
CR September 17 ", 2014
Rev 12



CONFIGURE IIS

This step ensures that the IIS settings for this application are correct.

1. Click Test Settings to perform a check of the current IIS settings.

2. Click Autoconfigure to have the application configure the settings to be correct, or manually
change the settings using the Server Manager.

3. Click OK to complete this step.

2 115 Configuration Wizard E
Teszt Settings | Autoconfigure I

Anarwmous authentication has been disabled.
Windows authentication haz been enabled.
IMSTAMT_ALERT_MAMNAGER pool started...
Setting runtime version...

Retesting...

Testing anonymous login sethings. . Anonymaous login iz dizabled.. . PASS

Testing Windows authentication settingz..\Windows authentication iz enabled.. . PASS
Testing 15 app poal settings. IMSTAMT_ALERT_MANAGER iz Started. runtime version:
wd 0. PASS

Cancel ak

Figure 28: 11S Configuration Wizard
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CONFIGURE GATEWAY FOR USE

You can configure the Email-to-IM Gateway for use with Microsoft Exchange, or any other SMTP server
your organization is using.

For an SMTP server, follow the Create .IM Subdomain instructions.

For a Microsoft Exchange server, follow the Configure Exchange Send Connector instructions.

CREATE .IM SUBDOMAIN

In order for email messages to be correctly dispatched to Lync users, it is necessary to create an MX
Record for the IM Gateway.

1. Login to the Domain Controller.

2. Open the DNS Manager.

3. Expand the proper domain controller node. Underneath there should be a node name Forward
Lookup Zones. Underneath this you will find a list of domains. Select the domain corresponding
to the email domain that you would like to use the IM Gateway to IM-enable.

2 DNS Manager _I0l=
File  Action View Help
= 7[m|XE o= Hmld 8
é, D_NS Marne | Type | Data | Timestamp
= STANTDC |- _msdes
= [ Forward Lookup Zones [ _sites
B 2] _msdes.instant. local 7 kep

El -é:J e J Udp
| _msdc: -

[ DomainDnsZones

% ‘:‘tes | ForestDnsZones
0 —
j _quD =|isame as parent Folder) Start of Authority (SOA) [176], instantdc.instant.loc...  static
=2 BﬂmualnDnsZnnes =|isame as parent Folder) Mare Server (NS} instantdc.instant.local. skatic
[ ForestDnszanes ; {same as parent folder) Host (A} 192.168.1.204 1/3{2013 5:00:00 PM
[ Reverse Lookup Zones —|(same as parent folder) Mail Exchanger (MX) [10] sqlstore.instant,local, skatic
] Condttional Forwarders | adrin Host (A} 192.168.1.217 static
Global Lags =\ dewveric2 Host () 192,168.1.229 stafic
| dialin Hosk (&) 192,168,1.217 skatic
=lim Mail Exchanger (M) [10] devericZ.instant.local skatic
=|instantdc Hosk (A} 192.168.1.204 skatic
=|lync2010 Host (A} 192.168.1.217 skatic
=|lyncapp Host (A} 192.168.1.206 skatic
; meet Host (A} 192.168.1.217 skatic
; sqlstare Host (A} 192.168.1.213 skatic
=limz Mail Exchanger (MX) [10] dewvericz.instant,local

Figure 32: DNS Manager

4. Right-click in the main pane and selectNew Mai | E x ¢ h aln theschild doiMain)input,
enter im. Thus, if the parent domain is contoso.com, the second input should then read
im.contoso.com. Enter the FQDN of the server which will run the IM Gateway in the third input
(the Alert Manager server). Leave the priority field at the default.

Page 27 Copyright © 2013 Instant Technologies. All rights reserved.
CR September 17 ", 2014
Rev 12



im Properties ﬂ

Mail Exchanger (MX] | Securiy |

Huost ar child domain:
Jm

By default, DMS uzes the parent domain name when creating a b ail
Exchange record. You can specify a host or child name, but in most
deploymentz, the above figld is left blank.

Fully qualified domain name [FRDM];
Iim.INSTﬁ.NT-TEEH.IDcaI

Fully qualified domain name [FADMN] of mail zerer

Iv'W'inEkEH 204 NS TANT-TECH. local Browse. .. |

b ail gerver prionty:

|1n

] I Cancel Lpply Help

Figure 33: IM Subdomain Record

With the new MX record in place, emails addressed to the new im.domain will now be routed to
the IM Gateway server.

CONFIGURE EXCHANGE SEND CONNECTOR (EXCHANGE SERVER 2013)

1. Access the Exchange Server Management Console using a supported browser
(<SERVERADDRESS>/ecp).

2. Click on the mail flow option on the left side of the screen.

Click accepted domains.

4. Click the + icon to add a new accepted domain.

w
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éADDING AN ACCEPTED DOMAIN

The new accepted domain will serve as a subdomain to route email messages to IM users. We
recommend creating an IM subdomain. Prepending this new subdomain to email messages will allow
these messages to be routed through the Alert Manager system.

Ex: user@im.domain.com

1. Provide a display name for the new domain
2. Create a new accepted domain (EX: im.instant-tech.local)
3. Choose the option for an Internal relay domain.
4. Click save to save the new settings.
Figure 34: Create a new accepted domain
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